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CHAPTER 1

Getting Started

1.1 Introduction

Welcome to the Triofox Quick Start Guide. This guide describes the installation tasks for Triofox which mobilizes
your existing file servers.

Triofox includes the Triofox server, which runs on the Microsoft Windows server platform, and client agent applica-
tions for Web browsers, Microsoft Windows, Mac OS X, and for mobile platforms such as the Android and the Apple
10S operating systems.

See also:

Triofox

1.2 Overview

Triofox is a mobile and remote file server access solution that focuses on local file server cloud-enablement. It dif-
ferentiates from other file sync and share solutions (EFSS) by focusing on the security, control, file server and team
collaboration. Triofox does really well in the following areas:

1. maintain security by natively integrating with existing Active Directory and keeping the NTFS permissions
intact.

provide on-demand access that honors read-only and write permission in real-time.
mirror local network shares on file servers to allow for team collaboration in the cloud.

provide virtual drive letter mapping to the files and folders for access.

A

provide file locking, version control, client encryption, and more advanced features for example parallel transfers
and differential uploads.

Triofox Server is a software built on top of the Microsoft Web Platform:

¢ Windows Server
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e IIS (Internet Information Server)

e .NET Framework and ASP.NET

* WCF (Windows Communication Foundation)

¢ MySQL Community Edition (for the all-in-one deployment) or SQL Server

Since Triofox Server is built on top of the Microsoft Web Platform, it integrates very well with other Microsoft
components such as the NTFS Permission on files and folders, the Active Directory users and the File Server network
shares.

It provides file access and sharing functionality through client agents for PCs, Macs, File Servers, Web Browsers, and
Mobile Devices. The client agent software on Windows and Mac provides real drive mapping and volume mounting
support that contains advanced optimization for WAN(Wide Area Network) data transfer.

The services can be deployed at the same site as the File Servers and Active Directory domain controllers:

1.3 System Components

There are three different system components (logical components that can co-exist in the same server) in the Triofox
server. In the smallest deployment unit, the three different components can co-exist in one single machine (all-in-one
deployment).

1.3.1 1. Web Server Component - The Triofox Server

The Web Server component is ASP.NET and WFC code that is hosted by IIS on a Windows Server. The
Web Server component is actually comprised of two separate “sub-components’:

¢ Web Node
e Worker Node

These sub-components exist for historical purposes and there are still elements in the Cluster Manager
user interface for configuring these sub-components.

1.3.2 2. Database - Configuration Information and System Log

The database contains persistent information for the system. This persistent information includes static
configuration information such as user name, file storage and active directory connection information.
The database also stores dynamic information such as activity log, file change log and audit traces.

Triofox supports the MySQL and Microsoft SQL Server Database Management Systems (DMBS). The
all-in-one deployment will deploy MySQL Community Edition on the Triofox server. The all-in-one
deployment is useful for evaluating the software but an external database server is recommended for
Production deployments.

1.3.3 3. Back-end File Storage - Where Files and Folders are Stored

The back-end file storage component is the persistent storage location for files and folders. There are two
different types of storage services. One is managed by Triofox, such as the default storage for the cluster
and the default storage for tenants. The other is imported storage, for example, existing file server network
shares that weren’t managed by Triofox but can be imported to Triofox for remote and mobile access.
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CHAPTER 2

Quick Installation Guide

2.1 Overview

This guide describes how to install and configure Gladinet’s TrioFox. It provides step-by-step installation and config-
uration instructions and best practices.

TrioFox enhances existing file servers with mobile access, data protection, business continuity and data migration.
TrioFox integrates with on-premises Active Directory to automatically discover all the existing file server shares and
publish them as team folders.

TrioFox eliminates VPN headaches for organizations and enables employees to access the on-premises file server
shares over the internet without a VPN.

It also addresses business concerns about security, privacy, compliance and control. TrioFox provides data ownership
and security back to IT while satisfying the productivity needs of an increasingly mobile workforce.

Triofox runs on a Windows Server platform and includes Windows, MAC as well as mobile clients including iOS and
Android devices.

TrioFox benefits include:
¢ Integration with existing Active Directory environment.
* Maintaining and security of existing NTFS permissions on file server shares.
* Mirroring local network file server shares for team collaboration.
* Provide a virtual drive letter mapping to files and folders.

Additional features include but are not limited to Versioning, File Locking, Audit Trace, File Change Log, Single
Sign-On, 2-Factor Authentication, Private or Public Cloud Backup and Migration.

TrioFox server software is built on top of Microsoft Web Platform:
* Windows Server
e IIS (Internet Information Server)

e NET Framework and ASP.NET
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¢ WCF (Windows Communication Foundation)
* MySQL Community Edition (for all-in-one installation) or SQL Server

TrioFox has three editions. Check below for the feature matrix in each edition.

Most popular

Office

Ideal for up to 25 users

Business Enterprise

Ideal for up to 100 users

6/ $12...

Billed monthly

Ideal for 100+ users

Customized Features

Billed monthly customized pricing

° Web Based File Manager 7
Al Offies Bdition Features ° All Business Edition Features
o Windows Mapped Drive )
Version Control ° B SEE
o Mac Finder Integration
Audit Trace ° Private Cloud Backup

° i0S Application
File Change Log ° Private Cloud Migration

o Android Application

o File Locking

Single Sign-on - e
Call for pricing: 1-888-955-6656

2-factor Authentication

%, Contact US
2, Request a Demo
% Requesta Demo

You can click this link https://triofox.com/pricing/ for TrioFox pricing and feature matrix page. If you have any
questions with the setup, please email us at ticket@gladinet.com for immediate support.

2.2 Prerequisites

Before you install TrioFox in your environment, verify that you meet all the system requirements.

2.2.1 System Requirements:

TrioFox should be installed on a clean Windows Server machine. It is recommended to not install TrioFox on a
machine which already has other application software installed. It is also recommended not to install TrioFox on a
domain controller.

2.2.2 Supported Operating Systems:

* Windows Server 2019
* Windows Server 2016
* Windows Server 2012 R2
* Windows Server 2012

6 Chapter 2. Quick Installation Guide
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* Windows 10 (only for POC and small pilots for less than 10 users)

2.2.3 Supported CPU

¢ 64-bit Intel or AMD x64 architecture

¢ 2 - virtual CPUs minimum (4 - virtual CPUs or more are recommended)

2.2.4 Memory

8GB RAM minimum (16 GB or more is preferred) Hard Disk space 100 GB minimum, preferably SSD. This assumes
back end file storage is not located on the Triofox server itself.

2.3 Installation and Configuration

2.3.1 Step 1: Installation

Login to My TrioFox. If you do not have a My TrioFox account yet, click on ‘Register Free Account’ to sign-up.

<« :

C @ triofox.com/management/PartnerLoginpage.aspx h*g e

@ My TrioFox

User Name

Password

SIGN IN REGISTER FREE ACCOUNT

‘©2008-2020 GLADIMNET, INC. ALL RIGHTS RESERVED.
(Build 11.2.8552.46409)

1. Click on Free Self-Hosted Trial and download the latest TrioFox build.

2.3. Installation and Configuration 7
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@ My TricFox Portal - Azam Al (az= X

&« = C & triofox.com/management/PartnerWebAppPage.aspx

& My TrioFox > DASHBOARD

Request a Personalized My Triofox Deployments
Demo
We look forward to showing you how our Request a personalized demo

anlitinn addranman wnre meaklame

We lock forward to showing you how our solution addresses your problem

REQUEST A DEMO

Free Self-hosted Trial

Dewnlead the installation package to try it out. Click-and-Next, TrieFox is up and running in 20 minutes!

Assisted Installation

Your time is precious. Let us help with the installation and best-practice configuration for the production
environment.

Register a TrioFox deployment

2. Double click on the TrioFox installer to start the installation.

Mamge _

View Application Tools b B
- v * » This PC » Downloads w | () Search Downloads 2
3 Cuick access
[#=] TFInstaller8357.exe 2/3/202011:11 AM Application
I Desktop -+ i
4 Downloads
Documents -+
[&] Pictures -
E This PC
g‘ Metwork
£ >
1 item 1 item selected 913 KB f=2| =]

3. Click Next on the initial screen.

8 Chapter 2. Quick Installation Guide
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This wizard will guide you through the installation.

You will be asked a few questions about the different
options. Prerequisites may be downloaded and installed.
The systern may restart at the end of the installation.

Build: 8557
Gladinet, Inc. € 2019

Cancel

4. Accept the ‘License Agreement’ by clicking on the ‘I agree’ and click Next.

License Agreement

Last Modified: July 8, 2015

Gladinet Terms of Service

Please read these terms of service (these "Terms") carefully as they forma
contract between you (You and Your) and Gladinet (We or Our) that governs
vour access and use of (1) the hosted storage solution provided by Gladinet for
online storage, sharing and processing of files, data, text, audio, video, 1mages
or other content (collectively, "Content"); (i1) software provided or made
available by Gladinet (the "Software"); and, (i11) anv written or electronic
documentation provided or made available by Gladinet (the "Documentation”)
(collectively the "Service(s)").

By using any of the Services you agree to be bound by these Terms. If you
are using the Services on behalf of an organization, vou are agreeing to these
Terms for that orgamzation and promising to Gladinet that you have the
authority to bind that organization to these Terms. In that case, "vou" and
"vour" will refer to that organization. You may use the Services only in
compliance with these Terms and only if you have the power to form a contract
with Gladinet and are not barred under any applicable laws from domg so. IF
YOU DO NOT AGREE TO BE BOUND BY THESE TERMS, YOU MUST

agree

Cancel

5. Selection the path for the installation or choose the default and click Next.

2.3. Installation and Configuration 9
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Select the path you want to install to

C\Program Filas (x86)

If you have a proxy server to access the

Internet, please click €' to setup proxy

Back Cancel

6a. Click ‘here’ in order to setup proxy if required:

10 Chapter 2. Quick Installation Guide
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Select the path you want to install to

C\Program Files (x86)

If you have a proxy geryer to access the
Internet, please clic b setup proxy

Back Cancel

6b. Check the box to ‘Enable Custom Proxy’ and fill in the required fields.

2.3. Installation and Configuration 11
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Enable Custom Proxy

Prowy Address:

Proxy Port:

Passwaord:

|
|
User Name: [
|
|

Bypass List:

ooy | [ conel |

6. Click Install to start the installation.

12 Chapter 2. Quick Installation Guide
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X
Following installation tasks will be executed
Discover Client Package
Install Client Package
Install Uninstaller
Finalize the installation
Back Cancel
7. Wait for the installation finish.
13
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Installing, it may take a while ...

Step 2 of 6 Check and install IS web server

Enabling NI5-StaticContent

Cancel

8. Click Restart on the Installation Completed Successfully window.

14 Chapter 2. Quick Installation Guide
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Installation Completed Successfully

Restart now to make the new installation take effect.

2.3.2 Step 2: Configuration

TrioFox will launch the default browser after the reboot and it will go to the configuring page.

1. If you have an existing database, use the pull down to select a different option otherwise use the default which
will also install MySQL Community Edition database. Click Apply to use the ‘Default — all in one’ database.

2.3. Installation and Configuration 15
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& hitp://localhost/

5 TrioFox Enterprise Setup x I

Configure Database

Default - all in one

MySQL Community Edition server will be used as the database service.

ABOUT MYSQL COMMUNITY EDITION

©2008-2020 GLADIMET, INC. ALL RIGHTS RESERVED.

2. TrioFox will start the configuration which includes creating the default database.
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@' http://localhost/management/AdminDatabase.aspx - X i Kk If

(@] Waiting for localhost X I

Applying Settings, Please Wait...

©2008-2020 GLADIMET, INC. ALL RIGHTS RESERVED.

3. Enter the default Admin Account Information and click the checkbox to accept Gladinet’s TERMS OF SER-
VICE agreement. Click Continue to proceed.

2.3. Installation and Configuration 17
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&5 http://localhost/management/servo/InitAccount.aspx - & || Search... o2~ X &

1 TrioFox - Default Admin Ac. %

/. Create Default Admin Account

@)
%~ Email (Your Login ID)

©
EJ)(& Re-enter Password

By signing up for TrioFox you agree to the Gladinet +-r) 5 oF sEpyicE

CONTINUE

o

4. Enter your Active Directory (LDAP) information on this screen in order to seamlessly connect to your AD
environment. You can click on ‘Configure Later’ if you are not ready to connect to your AD environment at this
time.

18 Chapter 2. Quick Installation Guide
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< |5 B e Y| VY T - * o

4 TrioFox - AD Setup x [

AActive Directory Integration

Please enter the Active Directory(LDAP) connection info

A Domain Controller Address (myhost:389)

O
% User Name

Password

ADVANCED SETTINGS

CONTINUE CONFIGURE LATER

©'triofox

©2008-2020 GLADINET, INC. ALL RIGHTS RESERVED.

5. TrioFox will run the discovery to find the file servers in your network.

M @ htocaastmanagement Clostetigrasp_____________________________ -Ofseac. - [

& TrioFox - Cluster Admin (az... % [|_]

@triofox > oasteoaro

~
1 0 0
. Users Devices Groups
\‘ ‘0
(] -
L/ W
(1) 0 0 | r
Roles Guest Users Reports
Discovering your file servers...
@
Active Directory Ransomeware Protection
@>
2-Step Verification (MFA) Single Sign an
%
@ PN
Control Panel
Personal Home Drive i

6. After the discovery it will list all the servers discovered in your network along with your file servers.

2.3. Installation and Configuration 19
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< | ]| S T . * & ©

5 TrioFox - Cluster Admin (az... % ||

@triofox x
FILE SERVERS My Servers 2
1 0 0
Users Devices Groups
+ N i
Add New Server Cloud File Server tibrserver0] 0 O M
Roles Guest Users Reports
tm LD D
AACSBRFILEOT AACSBRSERVERD1 AACSBRSERVER02
Active Directory Ransomeware Protection
e
| L
APTESTES APTESTSA APTESTSAL 2-Step Verification (MFA) Single Sign on
&
X
(+_00] (+_00) (+_00) Control Panel
5 n 5 Personal Home Drive v
APTESTWCA APTESTWCU APTESTWS16
D L
BEST1 cu
v
am am

7. Browse to one of your file servers and enter the authentication information if prompted as below.

L) & e

L
@triofox > pastBoarp > csraDDCO2

Authenication information is required to enumerate shares from server (CSBRADDC02)

User Name

Password

Save as default

APPLY

8. TrioFox will discover the shares on the selected file server which you can choose to publish as team folders.
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< - | S T . * O

' TrioFox - Cluster Admin (az.. * ||

@triofox > pastBoarD > csBrRADDCO2 .

CSBRADDCO2 a4

g LAN share
{CALAN share)

E share
{CAAshare)

2.4 User Management

TrioFox makes it very easy to provision user accounts. IT can import AD users and groups or create and manage
native TrioFox user accounts.

1. Click on Users plugin in the right panel.

2.4. User Management 21
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M) & it ocahostmenagement Clstetigrosp - Cffsec. - [

5 TrioFox - Cluster Admin (az.. % |

@tr’iOfOX > DASHBOARD

.1

FILE SERVERS

+

Add New Server

tfbrserver01

B,

Cloud File Server

CSBRADDCD?2

1 0
Users Devices
0 0
Roles Guest Users
Active Directory
2-Step Verification (MFA)

Personal Home Drive

Groups

4

Reports

Ransomeware Protection

Single Sign on

X

Control Panel

2. Click Create or Migrate Users.

<5
& TrioFox - Cluster Admin (az.. * ||

@triofox > pAsHBOARD > USER MANAGER

Sy D5

107 1 users found

_|_

Create or Migrate
User

Cluster Admin

szam@triofor.com

2/3/2020 3:38:49 PM

3. Select the option desired for adding new users.

22
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& TrioFox - Cluster Admin (az.. * ||

@triofox > pAsHBOARD > USER MANAGER > ADD USER

Options for Adding New Users

8 &

Native User Batch create users

00
amd

cstack.local

4. For example, if Active Directory option is selected, then IT can browse to AD users and/or groups to import.

& TrioFox - Cluster Admin (az.. * |

@triofox > DASHBOARD > USER MANAGER > ADD USER

12 Laura Company 1
13 MelOU

14 ouHillsong

Organizational-Unit
Organizational-Unit

Organizational-Unit

BACK

CONTINUE

CSTACK LOCAL Qs
Full Name T Details M~

2 abc GROUP M A

3 ACMEOU Organizational-Unit

4 ACMESA2 Organizational-Unit

5 caseyOU Organizational-Unit Browse

6 Domain Controllers Organizational-Unit Browse

7 EPHYPVS Organizational-Unit Browse

8 FP Distribution Test GROUP

9 GF Group GROUP

10 groups Organizational-Unit Browse

1 HR Organizational-Unit

CANCEL

5. Select the users or groups and click Continue.

2.4. User Management
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€€ f k10
5 TrioFox - Cluster Admin (az... % |
@trlofox > DASHBOARD > USER MANAGER > ADD USER "
CSTACK LOCAL Qs
Full Name T Details M~

1 Azl azl@cstack local

2 Az2 az2@cstack local

3 Az3 az3@cstack local ]

4 Azd azd@cstack local

5 Az az5@cstack local ]

BACK CONTINUE CANGEL

6. Users Active Directory can also be published and will be presented to the users upon their login.

Al @ ho
7 TrioFox - Cluster Admin (az... % |_

@triofox > pasHBOARD > USER MANAGER > ADD USER

User Creation Options:

] Send welcome email to user after the user is created

] Publish user's home drive

Mount user's home drive &s 2 top level folder. o me Drive

BACK CONTINUE CANCEL

- v

7. Once imported, user accounts will be listed under user manager.

24 Chapter 2. Quick Installation Guide
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AP & Fepocsthostimenagement/Clustehigr o X f ok O

% TrioFox - Cluster Admin (az... % | _

@triofox > pasHBoarD > useR MANAGER > ADD USER = &

Sy S5 Q, X
Az 2 Az 1 Cluster Admin
a22@estacklocal a2 @estack local azam@triofor.com
Create or Migrate 2/3/2020 4:27:57 PM 2/3/2020 4:27:57 PM 2/3/2020 3:38:49 PM
User

2.5 Download Clients

Users can download the clients directly from their web portal login in order to access the files and folders in a mapped
drive on their machines and mobile devices. In order to test from outside your network, a secure (https) access point
and a public DNS name is required. Secure (https) access point is also required for mobile clients.

1. Login using your Active Directory or TrioFox credentials and the access point provided by IT.

2.5. Download Clients 25
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' TrioFox - Login X -+

& > € A Notsecure | 10.0.0.193/portal/loginpage.aspx

@triofox

. azl@cstacklocal

Forgot your pasawaord?

SIGN IN

2. Click ‘Install Windows Client’ on the left or ‘Download and install desktop or server client’ under user icon in
the upper right.

| TrioFox - Az 1 (sl @cstacklocsl X
‘ & TrioFox (az’ cklocal) L?gv

&€ > @ @ Notsecure | 10.0.0.193/portal/WebAppPage.aspx?s=

@triofox > Fresrowser

Fallow Browser Locale
Q, LEE' All my files @
- P Be 3
{2 Allmy files [ MyDevices
CSBRADDCOZ_LAN share
Quick access g My Guest Users
O Settings
5% My favorites e
2-Step Verification
o Shared filesfolders i
é\l Remote Assstance
Storage Usage Details

Device backups

I Install Windows Client l Feedback

(% FH Download and nstsl desktop or server client

Storage
08yte of Unlimited
(1 folder - 0 Bytes)

Logout

.

3. Choose the appropriate client based on your platform.

26 Chapter 2. Quick Installation Guide



Triofox Installation Guide Documentation, Release 9.7.5645.41666

@ TrioFox- Az 1 (azl@cstacklocal X =+ -8
€ > C @ Notsecure | 10.00.193/portal/WebAppPage.aspx?s= * 6
@tr'ofox > FILEBROWSER > INSTALL WINDOWS CLIENT &'

The browser-based file explorer provides most of the basic functionality. For a richer, native experience, you can download native clients

TrioFox Desktop Client (Windows)

Installs on a ( Windows XP, Vista, 7, 8, 8.1, 10) x86/x64 PC, access your storage account as a local drive, sync file across muitiple machines.

Windows 8 Windows 10

I} Download 64-bit Package 1122061 &

Legacy PCs
(XP, Vista, 7)

TrioFox Desktop Client (MacOS)

Installs on MacOS, access your storage account as a local drive (mounted volume in Finder)

Legacy Mac 0S X Mac OS X I o4
(109->10.12) 103+

GETITON

& Download on the .
@& ~pp Store B Google Play

4. Finish the installation by clicking the Install button.

' TricFox Windows Client Installer =

Following installation tasks will be executed

Discover Client Package
Install Client Package
Install Uninstaller

Finalize the installation

Back Install Cancel

5. Click Launch

2.5. Download Clients 27
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TricFox Windows Client Installer

Installation Completed Successfully

Launch client now

6. Users will see the cloud mapped drive on their machines.

Drive Togls  TrioFox Drive (M:)

Ly

s This PC » TrioFox Drive (M:)

~ O Search TrioFox Drive (M
MName Date modified Type Size
7 Quick access
Cloud File Server
[ Desktop

CSBRADDCO2
4 Downloads

PM File folder
M File folder

= Deocuments

=/ Pictures

J! Music

B videos

@ OneDrive

3 This PC

¥ Network

2itemns

28
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2.5.1 Conclusion

TrioFox is the only solution that enables seamless integration with your existing Active Directory along with main-
taining and security of existing NTFS permissions on file server shares. Users get a familiar mapped drive on their
Windows and MACs as well as easy access from their mobile devices like iPhones and Androids. Please do not hesitate
to contact us at 1 888 955 6656 or ticket@gladinet.com if you have any questions.

2.5. Download Clients 29
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Indices and tables

* genindex
* modindex

e search
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